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Introducing to Cisco IT 

4 

  300 locations in 90 countries  

  450+ buildings  

  51 data centers and  
server rooms  

  1500+ labs world wide  
(500+ in San Jose) 

  66,000+ Employees 

  20,000 Channel Partners 

  110+ Application  
Service Providers 

  210+ Business and Support 
Development Partners 

Over 180,000 people around the world 
in the extended Cisco family 

Estimated Numbers 
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Cisco IT “Stack” 
IPv6 Scope 

DC (Compute, 
Storage, VDI) 

Client  
Access 
(PCs) 

Printers 

VOIP, 
Collaboration 

Devices & 
Gateways 

Sensors & 
Controllers 

DNS &  
DHCP 

Load Balancing 
&  

Content  
Switching 

Security 
(Firewall & 
IDS/IPS) 

Content  
Distribution 

Optimization 
(WAAS, SSL 
Acceleration) 

VPN 
Access 

IP Services (QoS, Multicast, Mobility, Translation) 

Hardware 
Support Connectivity IP 

Addressing 
Routing  

Protocols Instrumentation 

Infrastructure Devices and Services 

Network-embedded Services 

Basic Network Infrastructure  

  S
taff Training &

 O
perations 

S
ecurity Inspection &

 M
onitoring 

Middleware and Databases 

Application Environments 

Mobility, 
Email 

ASP Integration 
(Salesforce.com) 

Internal Apps (CEC, 
IWE, etc.) 

Cisco.com 
and DMZ 

Apps 

Web Servers 
(Apache, IIS) 

Application Servers 
(Weblogic/ Liferay) 

Middleware 
(Messaging, Web 

Services 
Gateway) 

Databases (Oracle, MY 
SQL, MS SQL) 



CISCO IN 60 SECONDS	


40,000 routers on 
Cisco’s network	


13 billion NetFlow 
records / day 	


22TB of traffic 
inspected / day	


We record 2.5 trillion 
DNS lookups every day	


750GB of system 
logs collected / day	


124,000 employees 
worldwide	


2 billion events / day 
collected in Splunk	


6 million transactions / 
day handled by WSAs	


Malware for 1% of all 
transactions 

automatically blocked 
by WSAs	


Over 100 Application 
Service Providers	


More than 200 
Business Support 
and Development 

Partners	


1500 Labs globally	

More than 25,000 
Channel Partners	


12 Critical Enterprise 
Production DCs	


68,000 
FTEs	


56,000 
vendors	


120,000 
Windows hosts	


Corporate environment  
Security 
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The IPv6 Journey – A High Level View 

7 

IPv4-only IPv4 and IPv6 co-exist IPv6-only 

!
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Enterprise Deployment Options 

Inside – Out 
Globalization 

Technology Leadership 
Industry mandate 

BYOD-Security-Visibility 
Flatten management plane  Dual-Stack Enterprise IPv4 Internet 

Outside – In 
Internet Evolution 

Business Continuity 
B2C, B2B 

IPv4 Enterprise IPv6 Internet 
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Preparation 

10 

Cross  
Functional 

Collaboration 

Assessment Architect & 
Design 

Address 
Planning 

Implementation 
Strategy & Plan 
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IPv6 

Preparation 
Cross Functional Collaboration 

  Example of the need for wide cross 
functional collaboration across IT on 
IPv6 

  Preparation and execution required 
participation of team members from 
7 of 9 of CIO’s direct reports 
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Preparation 

 Cisco products, features 
–  Engaged Advanced Services for network IPv6 readiness report 

 Other vendors 

  Tools 
–  Security 
–  Network management 

  Service providers 

  Applications behind www.cisco.com 

Assessment 

12 
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Preparation 

  Architectural decisions 
–  Which routing protocol ? 
–  SLAAC vs DHCPv6 ? 
–  Which IPv6 transition technologies? 
–  Code selection and qualification 

 Documentation 
–  Any new documentation required ? 
–  Assess which existing designs are impacted and assign owners 
–  Extra review board resources 

Architect and Design 

13 
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Preparation 

  Address management tool support for IPv6 

  Established IPv6 Addressing policy 

  Hierarchical Model – Global, Regional, Sub-Regional and Site levels 

  Template-based addressing - easy for Implementation and Operations Teams 

IPv6 Address Planning 
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/34 Global Level 
(50% spares) 

/35 - /36 
per Region 

/37 - /39  
per Sub-Region 

/40 per Campus 
(256 Buildings) 

/48 per Building/Branch 
(16 PINs per Building/Branch) 

PIN = Place In the Network 
A framework to classify functional areas of the network 
eg, Lab, Desktop, DC, DMZ etc 

/52 per PIN 
(4096 Subnets / PIN) 

Preparation 
IPv6 Address Planning 
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Preparation 
IPv6 Address Planning 

19 

WW EU FR/ILM 
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Preparation 

  Long term plan that absorbs cost in established lifecycle process 

 Have a quick and scalable solution in hand to relieve delivery pressure 

 Rip and replace only where necessary (Fast track projects) 

 Management via IPv4 with IPv6 service monitoring 

 On going training and exposure for implementation and operations teams 

20 

“Dual stack where you can, tunnel where you can’t 
and NAT only when have to” 

Implementation Strategy and Plan 
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The IPv6 Journey – A High Level View 
IPv4-only IPv4 and IPv6 co-exist IPv6-only 

2014 2013 2012 2011 2010 2002-2009 

Ubiquitous IPv6 Access (Inside-Out) 

IPv6 Internet Presence (Outside-In) 
www.ipv6.cisco.com www.cisco.com 

accessible over IPv6 
Entire cisco.com platform 

accessible over IPv6 

On-demand tunnel services 
Dual stack “alpha” networks 

Dual stack global core 
Resilient tunnel services 

Dual stack user 
access (pilot) 

Dual stack user access (prod) 
Dual stack internal DC and apps 

! 

STEP 1  STEP 2  STEP 3  STEP4 
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Ubiquitous IPv6 Access 

 Core to edge rollout 

 Multi-year plan absorbed into existing lifecycle management 
–  Simultaneous projects across Desktop, DC, Remote Access, iPoPs 
–  Accelerated deployment for select remote sites / services 

 Dual stacked services 
–  DNS, IP address management, DHCPv6 

 Routing protocol same as IPv4 - EIGRP 

  SLA same as IPv4 

Long Term Plan - Dual Stack the Network 

 

23 
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IPv6 Tunnel 
Overlay 

Ubiquitous IPv6 Access 
STEP 1– Tunnel Infrastructure 

 

24 

  Building / Lab = Manual 6in4 
tunnels 

 User = Anycast ISATAP 

  SLA same as IPv4 

 Dual stacked core + Global tunnel 
infrastructure 
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Ubiquitous IPv6 Access 
STEP 2 – Go to Dual-STACK !! 

 

25 

  Building / Lab = Manual 6in4 
tunnels 

 User = Anycast ISATAP 

  SLA same as IPv4 

 Dual stacked core + Global tunnel 
infrastructure 
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Ubiquitous IPv6 Access 
STEP 3 – extending IPv6 to the Desktop !! 
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  Enabling IPv6 on the 
devices.  

  Turning on IPv6 on the 
various operating systems 
used in the Cisco enterprise 
after extensively testing the 
operating systems: The 
Cisco IT client services 
team, which maintains all 
approved OS images, was 
engaged early in the 
process of extending IPv6 
to the desktop. 

   Employees were told that a 
building supported IPv6 
only after the client services 
team provided an approved 
build.  
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Ubiquitous IPv6 Access 
STEP 4 – extending IPv6 to DC!! 

 

27 

  Extending IPv6 into data centers 
required two actions : 
–  One was turning on IPv6 in the 

Cisco Nexus® Switches and Cisco 
Catalyst® Switches, which were 
already certified for dual-stack 
operations  

–  The other action was configuring 
management software, Including 
Cisco Network Registrar, to monitor 
the IPv6 Internet presence and 
automatically assign addresses to 
IPv6-capable desktops.  
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Ubiquitous IPv6 Access 
Deployment Status 

28 

2012 Achievements 
  Core 100% dual stack enabled 
  DCs and iPoP required for World IPv6 Launch & end user DHCPv6 
  5 campus & 8 remote office buildings 

August 2013 Targets 
"   All 21 production DCs 
"   All 15 iPoPs 
"   Additional 106 buildings 
"   Covert 140 tunnelled labs to dual stack 
"   Enable AnyConnect VPN headends 
"   Enable 12 Extranet hubs 
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Ubiquitous IPv6 Access 
IPv6 Access to WebEx collaboration services from within Cisco 
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17,6% 

Ubiquitous IPv6 Access 
IPv6 Access to WebEx collaboration services from within Cisco 
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The IPv6 Journey – A High Level View 
IPv4-only IPv4 and IPv6 co-exist IPv6-only 

2014 2013 2012 2011 2010 2002-2009 

Ubiquitous IPv6 Access (Inside-Out) 

IPv6 Internet Presence (Outside-In) 
www.ipv6.cisco.com www.cisco.com 

accessible over IPv6 
Entire cisco.com platform 

accessible over IPv6 

On-demand tunnel services 
Dual stack “alpha” networks 

Dual stack global core 
Resilient tunnel services 

Dual stack user 
access (pilot) 

Dual stack user access (prod) 
Dual stack internal DC and apps 

! 

STEP 1  STEP 2  STEP 3  
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24 hour IPv6 “test flight” 8th June 2011 

http://www.internetsociety.org/ipv6/archive-2011-world-ipv6-day 
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World IPv6 Day 
STEP 1 

34 

 Reverse proxy solution ( ACE4710) 

 Returned A and AAAA records for www.cisco.com  

CDN 

Production 
Network 

Non-production Sandbox 
Network 

WWW 

6to4 
Proxy HTTP/S 

HTTP/S 

IPv6 
IPv4 DNS 

A 
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World IPv6 Day 

 Network traffic volume based on NetFlow data 
–  1.11% of all traffic to/from www.cisco.com was IPv6 

  Support Cases 
–  No support cases for www.cisco.com related to World IPv6 Day 

Our Experience 

 

35 

San 
Francisco 

London Melbourne 

IPv4 Latency IPv6 Latency 

  IPv6 performance - Content served over 
IPv6 was NOT cached/accelerated by 
CDN.  All content was served from a 
single origin in San Jose. 
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IPv6 Launch  

www.worldipv6launch.org 
3000+ WEB sites, 50+ Operators, 4 RHG vendors  

STEP 2 
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World IPv6 Launch @ Cisco  

www.cisco.com 
www.webex.com 
home.cisco.com 
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Cisco’s IPv6 Web Presence 
Architecture for www.cisco.com 

Cisco.com Web Servers 

Server Load Balancer (ACE) 

DMZ Network, Security, Proxy 

Database 

App Platforms 

Data Centre Network 

S
vc 

A
ssurance Middleware 

Content IdM, Authz 

AKAMAI 

IPv6 IPv4 
Internet 

w
w

w
.cisco.com

 

w
w

w
.cisco.com

 

Model 1 – 6to4 Proxy at 
Internet Edge 

Dual Stack Component 

IPv4-only Component 

IPv4 Traffic Flow 

IPv6 Traffic Flow 

Legend 
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Model 1 – 6to4 Proxy 
at Internet Edge 
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Model 2 – SLB64 

Cisco’s IPv6 Web Presence 
Architecture for www.cisco.com 
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Model 2 – SLB64 Model 3 – Dual Stack 
Web Servers 
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Cisco’s IPv6 Web Presence 
Architecture for www.cisco.com 
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Cisco’s IPv6 Web Presence 
Design for www.cisco.com 

Intrusion Detection & Prevention 
(IPS 4260) 

Internet 
Edge (ASR 

1002) 

6to4 Load Balancer 
ACE 30 
origin-www.cisco.com 
2001:420:1101:1::a 

Internet 

IPv4 Load Balancer 
ACE 20 
origin-www.cisco.com 
72.163.4.161 

IPv4 
IPv6 

IPv6 

IPv4 

Internal Edge 
Firewall 

(ASA 5585) 

DMZ Core  
(6500) 

DC Gateway 
(N7000) 
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Cisco’s IPv6 Web Presence 
Design for www.cisco.com 

IPS 4260 

ASR 1002 ACE 30 
origin-www.cisco.com 
2001:420:1101:1::a 

ACE 20 
origin-www.cisco.com 
72.163.4.161 

www.cisco.co
m 

www.cisco.com 

ASA 5585 

6500 N7000 

Akamai 

Internet 
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IPv6 

IPv6 

IPv4 
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Cisco’s IPv6 Web Presence 
Design for www.cisco.com 

IPS 4260 

ASR 1002 ACE 30 
origin-www.cisco.com 
2001:420:1101:1::a 

ACE 20 
origin-www.cisco.com 
72.163.4.161 
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Cisco’s IPv6 Web Presence 
Design for www.cisco.com 

IPS 4260 

ASR 1002 ACE 30 
origin-www.cisco.com 
2001:420:1101:1::a 

ACE 20 
origin-www.cisco.com 
72.163.4.161 

ASA 5585 

6500 N7000 

Akamai 

Internal 

IPv6 
IPv4 In-band HTTP/S probes for 

monitoring availability and 
performance over IPv6 

Internet 
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Cisco’s IPv6 Web Presence 
Security 

IPS 4260 

ASR 1002 
Internet 

IPv6 

IPv4 

ASA 5585 

6500 N7000 ACE30 

ACE20 

Firewall Policy 
Anti-Spoofing 

NetFlow v9  
  - forensic records 
  - Arbor (anomaly detection) 

Firewall Policy 

V6-only signatures 
V4+V6 signatures 

SLB64 Logging 

BGP Blackhole 
BGP Sinkhole (Arbor) 
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World IPv6 Launch Metrics for www.cisco.com 

 On June 6, 2012, IPv6 page 
views for www.cisco.com 
accounted for about 0.6% of all 
page views 

  As of April 1, 2013, this number 
had increased to 1% 
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Source: Cisco IT web analytics 
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Lessons Learned 

 Making the case 
–  Business case for IPv6 internet presence is simpler to articulate 
–  Business case for IPv6 on internal corporate network may be more difficult to justify 

 Cross functional effort across the IT Stack 
–  Starts with networking team taking the lead 
–  Early engagement of security team, infrastructure and application teams follow 

  Early planning is key 

  Absorb the IPv6 effort into existing network lifecycle management process 

Creating The IPv6 Program 
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Lessons Learned 

 Network hardware, software, functionality 
−  Routers, server load balancers 
−  Wireless, switches 

 Network management and service assurance 
−  External and internal availability and performance  monitoring 

  Security 
−  Firewalls, IDS/IPS, security event management and forensics logging 

Product Support 

50 
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Lessons Learned 

  The goal is security parity with IPv4 
–  User attribution (IPv6-to-MAC binding), custom Internal tools, third party vendors, incident response playbook, 

firewalls, anomaly detection, netflow, IDS, log data, pen testing, transparent proxy with anti-malware 

  Opportunities to improve security as IPv6 is introduced 
–  First hop security in our access networks 

  Security considerations with IPv6 
–  ICMPv6 
–  Privacy extensions for SLAAC 
–  Hop by hop extension header 

Security 

51 
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Lessons Learned 

  IPv6 requires NetFlow v9 
–  Some collectors cannot receive/process NetFlow v9 
–  Some routing platforms don’t support for both NetFlow v5 and NetFlow v9 
–  Some routing platforms are constrained to two export destinations 

 We had to shift NetFlow collection in our DMZ devices to deal with the 
constraints above 

 Use of NetFlow reflectors can bring some relief 

Product Support - Netflow 
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17,6% 

Lessons Learned 
End Devices 

Source: http://www.worldipv6launch.org/measurements/ 

 Many of our end devices 
are already IPv6 enabled 
–  From Microsoft Vista and 

Server 2008 
–  From OS X Lion (10.7) 

  “Happy Eyeballs” can mask 
IPv6 connectivity issues 
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  During 2013, Cisco IT expects to expand the cisco.com IPv6 web presence by providing IPv6 
access to ordering, support, marketing, and software download services. 

  To save time and minimize resource requirements, the initial design will use the reverse-proxy 
architecture. Other plans include:  
–  Delivering end-to-end IPv6 in more locations  
–  Adding IPv6 support to internal monitoring applications  
–  Providing an IPv6 Internet presence for all Cisco websites  
–  Extending IPv6 support to branch offices  
–  Enabling IPv6 for the 27,000 Cisco teleworkers whouse Cisco Virtual Office  
–  Providing dual-stack support in the desktop environment for the remaining Cisco offices  
–  Continuing to integrate IPv6 with other borderless network services through the Extended Enterprise 

Network (E2N) program  
–  Providing dual-stack support for the infrastructure as a service (IaaS) platform, called Cisco IT Elastic 
–  Completing the transition at all IT-owned data center and DMZ sites. 

Next STEP … 
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Conclusion 

  Build the case and create the program 
  IPv6 affects everyone across IT but is lead by the network team 
 Multi-year effort with early planning key 
  Assessment of product and service gaps 
 Dual stack where you can, tunnel where you can’t and NAT only when you 

have to 
  Take iterative steps on our way to the target state 

55 
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Cisco IT IPv6 Case Study 

56 

How Cisco IT Is Implementing IPv6: Progress Update ( March2013) "
http://www.cisco.com/en/US/solutions/collateral/ns340/ns1176/borderless-networks/IPv6-Implementation_Case_Study.pdf"
"
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…even more information 

The business case for IPv6 
http://blogs.cisco.com/borderless/business-case-for-ipv6/ 

What enterprises should do about IPv6 
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6553/whitepaper_c11-586154.html 

TechWiseTV: IPv6 implementation plan 
http://www.youtube.com/watch?v=bvyDWq6D8xk 

CVD: Deploying IPv6 in Campus Networks 
http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/CampIPv6.html 

CVD: Deploying IPv6 in Branch Network 
http://www.cisco.com/en/US/docs/solutions/Enterprise/Branch/BrchIPv6.html 

CVD: Deploying IPv6 at the Internet Edge 
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns817/landing_ie_ipv6.htm 

Cisco IPv6 Services 
http://www.cisco.com/en/US/services/ps6887/ps10716/docs/Cisco_IPv6_Services_AAG.pdf 
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Join Cisco IPv6 Support Community! 
  Free for anyone with Cisco.com registration  

  Get timely answers to your technical questions 

  Find relevant technical documentation 

  Engage with over 200,000 top technical experts 

  Seamless transition from discussion to TAC 
Service   Request (Cisco customers and partners 
only) 

  Visit the Cisco Support Community booth in the 
World of Solutions for more information 

supportforums.cisco.com 
supportforums.cisco.mobi 

The Cisco Support Community is your one-stop 
community destination from Cisco for sharing 
current, real-world technical support knowledge 
with peers and experts. 




