- TOMORROW starts here.

IPvé
linternet V6

opérationnel

e
CISCO.



 Déploiement dIPv6 chez Cisco

Faycal HADJ
Solution Architect IPv6

Cisco France

http://gblogs.cisco.com/fr-ipv6/blog




= Overview
— Introduction to Cisco IT
— Making the case for IPv6
— IPv6 Journey
— Target State

= Preparation

= Implementation Tracks
— Ubiquitous IPv6 Access
— IPv6 Internet Presence

= Lessons Learned
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Introd ucmg to Clsco IT . ; -

» 66,000+ Employees
= 20,000 Channel Partners

= 110+ Application
Service Providers

» 210+ Business and Support
Development Partners

300 locations in 90 countries
450+ buildings

51 data centers and
server rooms

1500+ labs world wide
(500+ in San Jose)

Over 180,000 people around the world
in the extended Cisco family

Estimated Numbers
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Cisco Il "otack”
IPv6 Scope

Application Environments

DatasbasLeTVI(é)rSaclLe, MY Application Servers Web Servers (Messaging, Web
QL, QL) (Weblogic/ Liferay) (Apache, IIS) Services

’ VOIP
Client '
Access Printers Collaboration Sensors & DC (Compute,

Devices & Controllers Storage, VDI)

Mobility,

|n frastructure beVl

Security Optimization

(Firewall & o (WAAS, SSL

ante.nt IDS/IPS) Distribution Access

A allale
Network-embedded Services

Acceleration)

Bulioyuoy ¥ uondsadsu| Aunoag

IP Services (QoS, Multicast, Mobility, Translation)

Hardware c fivit P Routing et -
Support onnectivity Addressing Protocols nstrumentation
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Corporate environment

| 3 billion NetFlow
: records / da
We record 2.5 trillion

B DNS lookups every day
;\‘J‘-—-—_‘N\A »

124,000 employees
worldwide

E 2 billion events / day . 56,000
- collected in Splunk vendors
ST

= = , 120,000

= 6 million transactions / Windows Fot i
~ day handled by WSAs

40,000 routers on
Cisco’s network

22 1TB of traffic
inspected / da

/50GE of system
logs collected / da

~ Malware for |% of all More than 200

transactions Business Support
automatically blocked and Development
by WSAs Partners

More than 25,000
1500 Labs globally Channel Partners

-

| 2 Critical Enterprise
Production DCs

Over |00 Application
Service Providers




The IPv6 Journey — A nghLé_v,e’I'Vi_ew. .
LD ) o 3

Accelerated
Deployment Begins

Entire cisco.com
selatform over IPv6

Ubiquitous IPv6 User Access

IPv6 tunnel service — IPv6 tunnel Dual stack Dual stack user Dual stack
single global hub service — global core access data center
regional hubs
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Enterprise Deployment Options

Outside — In iq =T =
Internet Evolution g ‘/\/[j : \j = \
Business Continuity - | [

B2C, B2B » \ ,
\_/

IPv4 Enterprise IPv6 Internet

Inside — Out

Globalization
Technology Leadership
Industry mandate ' ‘ )
BYOD-Security-Visibility - N

Flatten management plane

Dual-Stack Enterprise IPv4 Internet
[l JE | | | L = |



= Preparation
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Preparation

Cross Architect & Address Implementation
Functional Design Planning Strategy & Plan
Collaboration
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Preparation :
Cross Functional Collaboration.

= Example of the need for wide cross
functional collaboration across IT on
IPv6

= Preparation and execution required
participation of team members from
7 of 9 of CIO’s direct reports

Cisco.com and Internal Apps (CEC, ASP Integration
DMZ Apps IWE, etc.) (Salesforce.com)
Application Environments. s
Da'a"“ein(so'saé:j Lot Application Servers (fo:;fr‘:‘;a"fv "
(Weblogic/ Liferay) (Apache, IIS) o)
Middleware and Databases
Client
Mobility, it W e DC (Compute,
Email ° Storage, VDI)
~ ) S

Infrastructure Devices

Optimisation

DNS & VPN

DHCP (ass.es Access ‘
Acceleration)

A ___ "/ \emen A

Bunoyuop % uonoadsu| Ajnosg
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Preparation.
Assessment R :

= Cisco products, features
— Engaged Advanced Services for network IPv6 readiness report

= Other vendors

= Tools
— Security
— Network management

= Service providers

= Applications behind www.cisco.com
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Preparation
Architect and Design -

= Architectural decisions
— Which routing protocol ?
— SLAAC vs DHCPv6 ?
— Which IPv6 transition technologies?
— Code selection and qualification

= Documentation
— Any new documentation required ?
— Assess which existing designs are impacted and assign owners
— Extra review board resources
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Preparation
IPv6 Addres,s‘_PIan‘ningﬁ

Address management tool support for IPv6

Established IPv6 Addressing policy

Hierarchical Model — Global, Regional, Sub-Regional and Site levels

= Template-based addressing - easy for Implementation and Operations Teams

Amsterdam

(E “:pe) /38

San Jose/ Richardson

suggeum / TOI;;O / a7 136
. . ‘ . RTP /37 London /38

g .HONG KONG / Bahrain

BANGALORE / 39 (ME) /
38 38
SINGAPORE Sau
/38 Palo/
o Americas 39
2001:420::/34
- ANZ /39 EMEA

AsiaPac 2001:420:4000::/36
2001:420:5000::/36
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‘Preparation
IPv6 Address Plann ing

/52 per PIN 140 per Campus 135 - 136
(4096 Subnets / PIN) (256 Buildings) per Region

PIN = Place In the Network
A framework to classify functional areas of the network
eg, Lab, Desktop, DC, DMZ etc



E 2001:420:
| --B 2001:420::/34
| --F 2001:420:4000::

:/32 ctive) Primary IPv6é block[2001:420:0:0:0:0:0:0)
Americas
EMEA and Asia Pacific

|--# 2001:420:8000::/34 A 1 Worldwide Spare 1

| --BF 2001:420:c000::

S|
{ -
[

|-
[
[
[

Worldwide Spare 2, Global Infrastructure and Mobility

2001:420::/32

-El 2001:420::/34
| --# 2001:420::/35
[--H 2001:420:2000::/35

C (Active) Primary IPv6é block[2001:420:0:0:0:0:0:0]
ctive) Americas

(Active) US West

(Active) US East

-E 2001:420:4000::/34 A (Active) EMEA and Asia Pacific
[--H 2001:420:4000::/36 A (Active) EMEA
| --B] 2001:420:5000::/36 A (Active) Asia Pacific
|-=E 2001:420:6000::/35 - (Unallocated Block) add Subnet|add address Block

- 2001:420:8000::/34 A (Active) Worldwide Spare 1
| --3 2001:420:8000::/35 A (Active) Tokyo and Northern Asiapac primary address block - 0ld block needs re-addressing
|-=B] 2001:420:a000::/35 A (Active) Sydney and Southern Asiapac primary address block - 0ld block needs re-addressing

-] 2001:420:¢c000::/34 A (Active) Worldwide Spare 2, Global Infrastructure and Mobility
| -=B] 2001:420:c000::/42 A (Active) Global Infrastructure Block

| -=F 2001:420:c040::/42 A (Active) Global Mobility Block

| -=B 2001:420:c080::/42 A (Active) Webex Temporary Space expires Nov 1, 2011

| --B] 2001:420:c0c0::/42 A (Active) Global Mobility - CVO/ECT ONLY

|-=-E 1:420:c1 /40 - (Unallocated Block) add Subnet |add address Block

| --B 2 - (Unallocated Block) add Subnet |add &
|--E - (Unallocated Block) add Subnet |add &
|-=E - (Unallocated Block) add Subnet |add

|-=-8 20 - (Unallocated Block) add Subnet |add &
|--B 2 - (Unallocated Block) add Subnet |add &
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-=-l=) 2001:420::/34

A (Active) Americas

| --E 2001:420::/35 A (Active) US West
| |--F 2001:420::/37 A (Active) [NEW PLAN] - San Jose and MTVO05
| |--F 2001:420:800::/39 A (Active) SJ and MTVO05 Spare - 0ld RWC Block [Remove all RWC addressing once RWC is migrated]
|  |=-=BF 2001:420:a00::/39 A (Active) [New Plan] - Denver Summary
| |--=F 2001:420:¢c00::/39 A (Active) [New Plan] - LA/Hawthorne Summary
| |--( 2001:420:e00::/39 A (Active) [New Plan] - Dallas Summary
| |--F 2001:420:1000::/36 A (Active) [NEW PLAN] - Richardson Summary
£l 2001:420:2000::/35 A (Active) US East
| -=F 2001:420:2000::/37 A (Active) [New Plan] - RTP Block (Includes RTP MAN)
| -=F 2001:420:2800::/37 A (Active) [New Plan] - Kanata/Chicago/NY Block
| --F 2001:420:3000::/37 A (Active) [New Plan] - Lawrenceville/Sao Paolo/Orlando
| --3 2001:420:3800::/37 A (Active) [New Plan] - US East Spare
=/ 2001:420:4000::/36 A (Active) EMEA [ 2001:420:5000::/36 A (Active) Asia Pacific
| --# 2001:420:4000::/40 A (Active) UK and Ireland | --F 2001:420:5000::/40 A (Active) Sydney (ANZ)
|-~ 2001:420:4100::/40 A (Active) UK and Ireland Spare 1 | --# 2001:420:5100::/40 A (Active) Sydney (ANZ) Spare 1
| --F 2001:420:4200::/40 A (Active) UK and Ireland Spare 2 |--F 2001:420:5200::/40 A (Active) Chennai
|- l 2001:420:4300::/40 A (Active) UK and Ireland Spare 3 | -=F 2001:420:5300::/40 A (Active) Chennai Spare 1
[ 2001:420:4400::/40 A (Active) Amsterdam Campus, European 1|--B3] 2001:420:5400::/40 A (Active) Bangalore 1
|- 2001:420:4500::/40 A (Active) European FSOs Block 3 and Ei|--3 2001:420:5500::/40 A (Active) Bangalore 2 (FSOs, Remote Access & Extranet)
| --F 2001:420:4600::/39 A (Active) Amsterdam DCs |-~ 2001:420:5600::/40 A (Active) Bangalore Spare 2
|- l 2001:420:4800::/40 A (Active) European Campuses |--F 2001:420:5700::/40 A (Active) Bangalore Spare 3
| -~ 2001:420:4900::/40 A (Active) EMEA Spare 2 |-~ 2001:420:5800::/40 A (Active) Shanghai
|- . 2001:420:4a00::/40 A (Active) EMEA Spare 3 |—— 2001:420:5900::/40 A (ActJ:ve) Shanghai Spare 1
| --F 2001:420:4b00::/40 A (Active) EMEA Spare 4 |“ gggifggfggggff;:g A (Active) Hong Kong
| --F 2001:420:4c00::/40 A (Active) ME |-- :420:5b00::/40 A (Active) Hong Kong Spare 1
X | -=F 2001:420:5c00::/40 A (Active) Singapore
|- l 2001:420:4d00::/40 A (Active) ME Spare 1 T "y, : -
2001:420:4e00::/40 A (Active) ME Spare 2 | --F 2001:420:5d00::/40 A (Active) Singapore Spare 1
|- : : = : |-=F 2001:420:5e00::/40 A (Active) Tokyo
|- 2001:420:4£00::/40 A (Active) ME Spare 3 | --F 2001:420:5£00::/40 A (Active) Tokyo Spare 1




--E 2001:420::/37

| --E
| --&
| --&
| --&
| --&
| --&
| --E
|--&
| --E
| --&
| --&
| --&
| --&

A (Active) [NEW PLAN] -

2001:420::/41

2001:420:80::/41
2001:420:100::/40
2001:420:200::/41
2001:420:280::/41
2001:420:300::/40
2001: 400::

420:

30

- AV

:420:

:420:

:420:

:420:

Presentation_ID

(Active) [NEW PLAN]
(Active) [NEW PLAN]
(Active) SJ Site 1,

San Jose and MTVO05

- 8J Infrastructure (Contains some allocations from 0ld plan - Do not use for now until re-addresse

- SJ DMZ Space
2, 3 and SJ Extranet

(Active) SJC DC Internal Prod & Non-prod

(Active) [New Plan]
(Active) SJ Site 5,
(Active) SJ FSOs
(Unallocated Block)
(Unallocated Block)
(Active) MTVO5

- S8J Site 4
5.1, and others

4dd Subnet |&id addr Block
add Svbnet | add Address Block

(Active) SJC Remote Access

(Active) [DO NOT USE] Reserved for Remote Access Expansion (zschaefe)

(Active) [NEW PLAN

- kjawaid] SJ Tunnelled IPvé Labs

© 2013 Cisco and/or its affiliates. All rights reserved.
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-] 2001:420:44c0::/42 A (Active) European FSOs Block 2
(Active) Bergen, Norway
(Active) Lysaker, Norway
(Active) Sandnes, Norway
(Active) Tromso, Norway
(Active) Trondheim, Norway
(Active) Vigra, Norway
(Active) Norway Spare 1
(Active) Norway Spare 2
(Active) Bern, Switzerland
(Active) Ecublens, Switzerland
(Active) Lausanne, Switzerland
(Active) Rolle, Switzerland
(Active) Wallisellen, Switzerland
(Active) Switzerland Spare 1
(Active) Switzerland Spare 2
(Active) Switzerland Spare 3
(Active) Goteborg, Sweden
(Active) Gothenburg, Sweden
(Active) Stockholm, Sweden (in
(Active) Sweden Spare 1
(Active) Sweden Spare 2
(Active) ESP02 - Espoo, Finlan
(Active) Vaasa, Finland
(Active) Finland Spare 1
(Active) Barcelona, Spain
(Active) B“'lb‘j“" Spain |-~ 2001:420:44£0:1004::/64 § (Active) ILM WIRELESS DATA VLAN 252
(Active) Madrid, Spain |--E 2 0:44f 05 4 - (Unallocated Block) add Subnet|add Address Block
(Active) Sevilla, Spain (Unallocated Block) add Subnet |add Address Block
(Active) Valencia, Spain (Unallocated Block) add Subnet |add addy lock

Acti s r s 1 (Unallocated Block) add Subnet |add address Block
:A“'t-‘,"e: Spafn Spa‘e 2 (Unallocated Block) add Subnet |add address Block
ctive) Spain Spare

(Unallocated Block)
(Active) Spain Spare 3 (Unallocated Block) add Subnet|add address Elock
(Active) BLN2 - Berlin, German (Unallocated Block) add Address Block
(Active) Bonn, Germany

(Unallocated Block) add Subnet |add address Block
(Active) Cologne, Germany

(Unallocated Block) Add Subnet |add Address Block

(Unallocated Block) add Subnet |add address Block
(Active) Dusseldorf, Germany
(Active) FKF3 - Eschborn, Germ
(Active) Gerlingen, Germany
(Active) HLB2- Hallbergmoos, G
(Active) Hamburg, Germany
(Active) Mannheim, Germany
(Active) Munich, Germany
(Active) Nuremberg, Germany
(Active) Ratingen, Germany
(Active) Stuttgart, Germany
(Active) Walldorf, Germany
(Active) Germany Spare 1

Preparation:
IPv6 Address Planning

:/48 A (Active) Issy Les Moulineaux, France
2 A (Active) ILM "Infrastructure"
52 A (Active) ILM "Desktops VLAN"
64 S (Active) ILM DATA VLAN 300
(Next Unallocated) add Interface
::- R (Active) ILM vé DATA VLAN 300

= 2001:420::/32 C (Active) Primary IPvé block[2001:420:0:0:0:0:0:0]
2001:420::/34 A (Active) Americas

--E] 2001:420:4000::/34 A (Active) EMEA and Asia Pacific -
--E 2001:420:4000::/36 A (Active) EMEA -
200 20:4000::/40 A (Active) UK and Ireland -
/40 A (Active) UK and Ireland Spare 1 -
/40 A (Active) UK and Ireland Spare 2 -
/40 A (Active) UK and Ireland Spare 3 -
/40 A (Active) Amsterdam Campus, European FSOs Block 1 & 2 ar
| 2001:420:4400::/42 A (Active) [New Plan] AMS Infrastructure Block -
/42 A (Active) Amsterdam Campus (AMS3 and AMSS) -
2 A (Active) Israel and European FSOs Block 1 -
A (Active) European

(Active) ILM DATA VLAN 301
(Active) ILM DATA VLAN 302

i LESS _DATA VLAN 250
(Next Unallocated) add Interface
- R (Active) ILM v6 WIRELESS Di

/40 A (Active) European FSOs Block 3 and European FSO Spares
/39 A (Active) Amsterdam DCs
European Campuses

EMEA Spare 2

A (Active) EMEA Spare 3

A (Active) EMEA Spare 4 |
A (Active) ME

A (Active) ME Spare 1
A (Active) ME Spare 2 -
A (Active) ME Spare 3 -

52 A (Active) ILM "LAB Subnet”
- (Unallocated Block) add Subnet |add address Block

| --# 2001:420:5000::/36 A (Active) Asia Pacific -
4 /35 - (Unallocated Block) add Subnet |add address Block -

(Active) Biot-Sophia Antipolis, France
(Active) Cesson Sevigne, France

(Active) Gellainville, France

(Active) Lille, France

(Active) Lyon, France

(Active) Paris, France

- (Unallocated Block) Add Subnet |add Address Block

34 A (Active) Worldwide Spare 1 | -
34 A (Active) Worldwide Spare 2, Global Infrastructure and Mobilidy -
/48 € (Active) R&D Tech Center IPv6 Sensor Lab - space from HE.net[20 -
7400::/56 C (Active) CBG (Linksys) Irvine Block([2001:1890:e000:7400:0 -
/48 € (Active) R&D Tech Center IPv6 Sensor Lab - space from Sixxs.nef
C (Active) IPv6 block owned by LISP BU[2610:d0:0:0:0:0:0:0]

€ (Active) Cisco 6bone Block[3ffe:c00:0:0:0:0:0:0)

C (Active) Cisco Local Address Block[fd01:420:0:0:0:0:0:0]

LR R R AR R R R R R

(Active) Strasbourg, France
(Active) Toulouse, France

(Active) France Spare 1

(Active) France Spare 2

(Active) Salzburg, Austria

(Active) Vienna, Austria

(Active) Mustria Spare 1

(Active) Luxembourg, Luxembourg
(Active) [New Plan] - AMS IPv6 Labs

FR/ILM

Presentation_ID © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 19

]
\

48 A (Active) Biot-Sophia Antipolis
/48 A (Active) Cesson Sevigne, Franc
/48 A (Active) Gellainville, France

WW EU

2001:420:44fe::/48
2001:420:44£




Preparatlon
Implementatlon Strategy and Plan

“Dual stack where you can, tunnel where you can’t
and NAT only when have to”

= Long term plan that absorbs cost in established lifecycle process

= Have a quick and scalable solution in hand to relieve delivery pressure
= Rip and replace only where necessary (Fast track projects)

= Management via IPv4 with IPv6 service monitoring

= On going training and exposure for implementation and operations teams
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= Implementation Tracks
— Ubiquitous IPv6 Access
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The IPv6 Journey — A High Level View

On-demand tunnel services Dual stack global core Dual stack user Dual stack user access (prod)
Dual stack “alpha” networks Resilient tunnel services access (pilot) Dual stack internal DC and apps

STEP 1 STEP 2 STEP 3 STEP4
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-Ublqmtous IPv6 Access
Long Term Plan Dual- Stack the Network

= Core to edge rollout

= Multi-year plan absorbed into existing lifecycle management
— Simultaneous projects across Desktop, DC, Remote Access, iPoPs
— Accelerated deployment for select remote sites / services

= Dual stacked services
— DNS, IP address management, DHCPv6

= Routing protocol same as IPv4 - EIGRP
= SLA same as IPv4
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_

Ublqmtous IPv6 Access Doy
STEP 1- Tunnel Infrastructure

= Building / Lab = Manual 6in4
tunnels

= User = Anycast ISATAP
= SLA same as IPv4

infrastructure

Presentation_ID © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Ubiquito u s IPv6 ACCESS i Bueses
STEP 2 — Go to Dual-STACK !l -~

Ubiqumous User Accans — Dual Stacked Ca
cames e
& Tunral Intrasticturs IPv8 Intemet P o) = A
Acce! i v F

= Building / Lab = Manual 6in4
tunnels

= User = Anycast ISATAP
= SLA same as IPv4

= Dual stacked core + Global tunnel - & N N |:
infrastructure o A o - )

nnnnnnnnnn
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access (pilot)

‘Ubiquitous IPv6 Access

STEP 3 — extending IPv6 to the Desktc

[600 Network ool 10:30

ez L7 /fmm

Gener.. Tools Conne. SR WRefere..  News

{ wi-Fi TSI ONS = WINS | 802.1X  Proxies Hardware |
: 2

= Enabling IPv6 on the
; Configure IPv4: 8 o
devices. P4 Address: | Uit Boar? Renew DHCP Lease |

Manually |
Subnet Mask: | o int ID:

= Wi-Fi

® VMware Fusion_ File Edit View Virtual Machine Window Help

= Turning on IPv6 on the A —_
. . s - R - Configure IPveR AN r A |
various operating systems .

used in the Cisco enterprise o oot a0 a0 100 e 2 h
after extensively testing the & : 0014204101003 8e 0005 A oes 64
operating systems: The

Cisco IT client services

(If required )
Router: 10.148.0.1

646:65f:

team, which maintains all : | e ————
approved OS images, was 5 e
engaged early in the - 10.148.10.70 / 256.255.254.0

process of extending IPv6
to the desktop.

IPv4 Broadcast Address

10.148.11.255

IPv6

WOBBR OMeNH= I 1 ORBE

= Employees were told that a ]
building supported IPv6 - =) ; = &
only after the client services v NN [
team provided an approved al “
build. o s

fe80::9e04:ebff:fe1e:320c/64




Ubiquitous IPv6 Access [

STEP 4 — extending IPv6to DCIl

= Extending IPv6 into data centers
required two actions :

— One was turning on IPv6 in the
Cisco Nexus® Switches and Cisco
Catalyst® Switches, which were "
already certified for dual-stack 5

(@]
operations
— The other action was configuring -
management software, Including §&-

Cisco Network Registrar, to monitor
the IPv6 Internet presence and

automatically assign addresses to
IPv6-capable desktops.

Internal

Data Center
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Ublqwtous IPv6 Access
Deployment Status :

2012 Achievements

-

v' Core 100% dual stack enabled
v' DCs and iPoP required for World IPv6 Launch & end user DHCPv6
v' 5 campus & 8 remote office buildings

=3

/

ﬁugust 2013 Targets
All 21 production DCs
All 15 iPoPs
Additional 106 buildings
Covert 140 tunnelled labs to dual stack
Enable AnyConnect VPN headends

Enable 12 Extranet hubs

4
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Chrome Fichier Edition Afficher Historique Favoris Fenétre Alde ven. 15:19 jerduran Q

Affichage du bureau de Faycal Hadj ®

€& | > C | & https://cisco.webex.com/mc0806!/meetingcenter/newdocshow/newdocshowframe.do?siteurl=ciscosales-fr&docshowprocess=%2Fwebcomponents%2Fnewdocshow¥%2Fdocshowprocess.do%3Fsiteurl%3Dciscosales-fr¥26acti... § ¢

© O O / @entrée duclient WebEx

2 iGoogle Cisco.com [ CEC ) WebEx [L] CEC Indexes [E} (1] Common Tools (i Internal Support (] Tech docs @ Yahoo! W Wikipedia @3 YouTube Facebook (T) Differences betwee, (L Autres favoris

e
=% Merci de patienter, nous paramétrons votre réunion.

Votre adresse IP est au format IPv6. Suive. s instructions si vous ne l'avez pas encore fait.

Vous rencontrez des problémes ? Installez I'application de la réunion et rejoignez-la a nouveau.
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Ublqmtous IPv6 Access .
IPv6 Access to WebEx collaboratlon sewlces from W|th|n ClSCO

Network operator measurements, 22nd May 2013 (notes)
Show | 10  : | entries Search: 109

Participating Network < SN(s)
Cisco 109
Showing 1 to 1 of 1 entries (filtered from 110 total
entries)

Cisco Enterprise Network
(AS109)




Implementation Tracks

— |IPv6 Internet Presence
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The IPv6 Journey A ngh Level Vlew

WWW.ipv6.cisco.com . WWW.Cisco.com b Entire cisco.com platform
accessible over IPv6 S accessible over IPv6

Presen tation_ID © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



YaHoO!

== Microsoft

Iy
CISCO.

Google

24 hour IPv6 “test flight” 8t" June 2011

http://www.internetsociety.orqg/ipv6/archive-2011-world-ipv6-day

33



. 'World IPv6 Day

STEP 1
= Reverse proxy solution (ACE4710)

lllllllllllllllllllllllllll

<_-_>Q

= Returned A and AAAA records for www.cisco.com
HTTP/S

Production :

£

Presen tation_ID © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 34

€S> |Pv4
€——> IP\v6

Non -production Sandbox :
., Network

lllllllllllllllllllllllllll



‘World IPv6 Day

Qur Experlence

= Network traffic volume based on NetFlow data
— 1.11% of all traffic to/from www.cisco.com was IPv6

= Support Cases
— No support cases for www.cisco.com related to World IPv6 Day

= |[Pv6 performance - Content served over
IPv6 was NOT cached/accelerated by

CDN. All content was served from a
single origin in San Jose.

London Melbourne
Franmsco

IPv4 Latency [ IPv6 Latency
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~nies aro
-4 web companies

AKAMAI AT&T CIsCcoO
COMCAST D-LINK FACEBOOK
FREE TELECOM GOOGLE INTERNODE
KDDI LIMELIGHT
TIME WARNER CABLE MICROSOFT BING

XS4ALL YAHOO!

JOIN THE LAUNCH;:

= www.worldipv6launch.org

3000+ WEB sites, 50+ Operators, 4 RHG vendors

Presentation_ID



‘World IPv6 Launch @ Cisco

«
eX Overview Products How To Channels EEEEYVEEILEY WELCEYVEALLR]

Cisco =
C fi | © home.cisco.com/en-us/home

Bring meetings to life with
WebEx high-definition video I =ZAl 111 J

Create a true face-to-face meeting Wortide Accamt | Logou | MyCsco | NSNS
experience with crystal-clear video e e m By || TmnoSEvams  Pamners .

o~ - cisco

O leam more about WebEx high-definition video

Vieet the New,

af The Extraordinary is
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Cisco’s IPv6 Web Presence
Architecture for www.cisco.com
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Cisco’s IPv6 Web Presence
Design for www.cisco.com

Intrusion Detection & Prevention
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Cisco’s IPv6 Web Presence
Design for www.cisco.com
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Cisco’s IPv6 Web Presence
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Cisco’s IPv6 Web Presence

Security
V6-only signatures
V4+V6 signatures
NetFlow v9
- forensic records O/ BGP Blackhole
- Arbor (anomaly detection) BGP Sinkhole (Arbor)

e’
o

Firewall Policy SLB64 Logging
Anti-Spoofing
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World IPv6 Llaundh',Met,lj'icsferww.Cis_cﬁo.com'

= On June 6, 2012, IPv6 page
views for www.cisco.com
accounted for about 0.6% of all
page views

= As of April 1, 2013, this number
had increased to 1%

Source: Cisco IT web analytics
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= Lessons Learned
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Lessons Learned =~
Creating The IPv6 Program .~ =

= Making the case
— Business case for IPv6 internet presence is simpler to articulate
— Business case for IPv6 on internal corporate network may be more difficult to justify

= Cross functional effort across the IT Stack
— Starts with networking team taking the lead
— Early engagement of security team, infrastructure and application teams follow

= Early planning is key

= Absorb the IPv6 effort into existing network lifecycle management process
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Lessons Learned =
Product Support g

= Network hardware, software, functionality
— Routers, server load balancers
— Wireless, switches

= Network management and service assurance
- External and internal availability and performance monitoring

= Security
- Firewalls, IDS/IPS, security event management and forensics logging
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Lessons Learned =

Security

= The goal is security parity with IPv4

— User attribution (IPv6-to-MAC binding), custom Internal tools, third party vendors, incident response playbook,
firewalls, anomaly detection, netflow, IDS, log data, pen testing, transparent proxy with anti-malware

= Opportunities to improve security as IPv6 is introduced
— First hop security in our access networks

= Security considerations with IPv6
— ICMPv6

— Privacy extensions for SLAAC
— Hop by hop extension header
— T
7 ’

. Router i)
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Lessons Learned =
Product Support - Netflow =~ .=~

= |Pv6 requires NetFlow v9
— Some collectors cannot receive/process NetFlow v9
— Some routing platforms don’t support for both NetFlow v5 and NetFlow v9

— Some routing platforms are constrained to two export destinations

= \WWe had to shift NetFlow collection in our DMZ devices to deal with the
constraints above

= Use of NetFlow reflectors can bring some relief
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¢ - " s . ¢ Network operator measurements, 22nd May 013 (notes)
Lessons Learned

Show| 10 : | entries Search: 109

. n o
S ~ N IPv6
E nd D ev I ces : : g Participating Network < S|~ deployment ">

Cisco 109 17.62%

Showing 1 to 1 of 1 entries (filtered from 110 total
entries)

= Many of our end devices
are already IPv6 enabled

— From Microsoft Vista and
Server 2008

— From OS X Lion (10.7)

Cisco Enterprise Network
(AS109)

= “Happy Eyeballs” can mask
IPv6 connectivity issues

Source: http://www.worldipv6launch.org/measurements/
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NextSTEP... .

= During 2013, Cisco IT expects to expand the cisco.com IPv6 web presence by providing IPv6
access to ordering, support, marketing, and software download services.

= To save time and minimize resource requirements, the initial design will use the reverse-proxy
architecture. Other plans include:
— Delivering end-to-end IPv6 in more locations
— Adding IPv6 support to internal monitoring applications
— Providing an IPv6 Internet presence for all Cisco websites
— Extending IPv6 support to branch offices
— Enabling IPv6 for the 27,000 Cisco teleworkers whouse Cisco Virtual Office
— Providing dual-stack support in the desktop environment for the remaining Cisco offices

— Continuing to integrate IPv6 with other borderless network services through the Extended Enterprise
Network (E2N) program

— Providing dual-stack support for the infrastructure as a service (laaS) platform, called Cisco IT Elastic
— Completing the transition at all IT-owned data center and DMZ sites.
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Conclusion

= Build the case and create the program

= |Pv6 affects everyone across IT but is lead by the network team
= Multi-year effort with early planning key

= Assessment of product and service gaps

= Dual stack where you can, tunnel where you can’t and NAT only when you
have to

= Take iterative steps on our way to the target state
“We chose to introduce IPv6 gradually, to not incur incremental costs.

By following the normal hardware and software refresh cycle in the
Fleet Upgrade Program, we didn’t have to make a big one-time

investment to IPv6-enable the infrastructure. The key to success is
aligning the deployment timeline with change control windows and
release cycles.”

—Khalid Jawaid, Network Engineer, Cisco IT
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Cisco IT Case Study — March 2013
IPv6 Implementation

How Cisco IT Is Implementing IPv6: Progress

Update

Cisco IT now provides permanent IPvE Internet presence and is well on the way

EXECUTIVE SUMMARY

CHALLENGE
= Develop IPv6 Internet presence
= Progress toward ubiquitous IPv6 access on
internal network
= Keep costs down
soLuTiION
= For Internet presence. initially used reverse-
proxy approacn to save time: long-term plan is
duai-stack approach
= For Internet access. enabled dual-stack
support from tne inside out. starting with core
network

= Coordinated eguipment upgrades and software
updates with Cisco IT's Fleet Upgrade
Program

RESULTS

= Enabled IPv6 on cisco.com. webex.com. and
home.cisco.com

= Provided IPvE in imat
third of global offices and in 90 labs
= IPvS-enabled 7S percent of core network
LESSONS LEARNED
« Carefully pian address space

= Complete design early so IT team can certify
hardware and software

® Considar sisine revarse nrowr A tarmaarane

v one-

toward ubiquitous IPv6 network access.

Background

At Cisco, the network connects people to people. people to devices
such as sensors, and devices to devices. The confluence of people,
process, data, and things. known as the Internet of Everything (IocE). is
helping to increase asset utilization, improve productivity, create
efficiencies in the supply chain, enhance the customer experience, and
foster innowvation.

IoE requires a vast number of IP addresses. This posed a challenge at
Cisco because the Internet Assigned Numbers Authority (IANN) handed
out its last IPv4 address block to the five regional Internet registries on
January 31, 2011. As of March 2013, two of the registries had
exhausted their address space, and the others are not far behind.

The solution is IPvE6, which supports an unlimited number of global
addresses. Whiile IPv4 addresses contain 32 bits, or up to
approximately 4.3 billion addresses. IPv6 addresses contain 128 bits, or
up to of 2% |P addresses. That number equates to billions and billions
of addresses for every square meter on the planet, supporting the
Internet of Everything.

How Cisco IT Is Implementing IPv6: Progress Update ( March2013)

http://www.cisco.com/en/US/solutions/collateral/ns340/ns1176/borderless-networks/IPv6-Implementation Case Study.pdf
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...even more information -

The business case for IPv6
http://blogs.cisco.com/borderless/business-case-for-ipv6/

What enterprises should do about IPv6
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6553/whitepaper c¢11-586154.html

TechWiseTV: IPv6 implementation plan
http://www.youtube.com/watch?v=bvyDWqg6D8xk

CVD: Deploying IPv6 in Campus Networks

http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/CamplPv6.html

CVD: Deploying IPv6 in Branch Network

http://www.cisco.com/en/US/docs/solutions/Enterprise/Branch/BrchIPv6.html

CVD: Deploying IPv6 at the Internet Edge ==
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns817/landing ie ipv6.htm

Cisco IPv6 Services
http://www.cisco.com/en/US/services/ps6887/ps10716/docs/Cisco IPv6 Services AAG.pdf
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Join Cisco IPv6 Support Community!

= Free for anyone with Cisco.com registration

= Get timely answers to your technical questions

= Find relevant technical documentation

= Engage with over 200,000 top technical experts

= Seamless transition from discussion to TAC
Sg/r}/)ice Request (Cisco customers and partners

Visit the Cisco Support Community booth in the
World of Solutions for more information

supportforums.cisco.com
supportforums.cisco.mobi

Presentation_ID © 2013 Cisco and/or its affiliates. All rights reserved.

(2 World IPv6 Day - IPv6 Transition - Cisco Support Community - Windows Internet Explorer
G v [ tops pponicosns o .com MENEEAR ] Pl

File Edt View Favorites Tools Help
% (@) share Browser Webx v

x Google v Y search - [l - - | @sharer T+ | ApCheck v §) Translate o AutoFil ~ N USonh-

x @ ’@7 WEB SEARCH & el - P vestrer + )] upcstes [oo] Fice + [ Finance + ) | |4 (€5
W Favorkes | 5 @ ~ | FresHomai 2] My Yehoo! (5 Softstub £ Vahoo! ] Yahoo! Answers £ | Yahoo! Dowrloads & Yehoo! Mal £

"
1% World IPv6 Day - IPv6 Transition - Cisco Support Com. n-8- v Page~ Safety v Took~ @~

A
Cisco Support Home CSC Experts Ask the Experts Product Reviews subscribe tocscon: [ (i (B

Cisco Support Commurity > lletPro > Network nfrastructure. > World 2
World IPv6 Day - IPv6 Transition

All Content Discussions Documents Blog Videos

[ - I

by PhilloRemaker ©N # | Got Examples?
Col
Exa
s
iSCe liscus: with you , on specific networking Ui
issug ‘Ask the Expert” Q8As can be a
g foun
e i C
o WOrld_ipv6_day o
‘with Salman Asadullah
Ask your how to enable your network to run IPv6.
Dore. ® N Unknown Zone (Mied) | 73 v R 100% v

The Cisco Support Community is your one-stop
community destination from Cisco for sharing
current, real-world technical support knowledge
with peers and experts.
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